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Randy is a Principal Researcher, Technical Director (Acting) of the Security Automation Directorate at CERT; 
Deputy Director of the Cyber Risk and Resilience Directorate at CERT, and the Director of the CERT National Insider 
Threat Center at Carnegie Mellon University's Software Engineering Institute. Randy has over 30 years of 
managerial and technical experience in the information technology domain, including information security risk 
management, insider threat mitigation, cybersecurity assessments, software engineering, project management, 
and database design, development, and maintenance. Randy, and the teams he leads, assist organizations in 
improving their security posture and incident response capability by researching technical threat areas; developing 
and conducting information security assessments; and providing information, solutions, and training for 
preventing, detecting, and responding to illicit cyber and physical activity. 

 
In addition to his role with CERT, he also has a dual appointment as Program Director for the Master of Science 
in Information Security Policy and Management (MSISPM) program and CERT professor at Carnegie Mellon’s 
Heinz College, Graduate School of Information Systems and Management, at Carnegie Mellon University. His is 
the primary advisor for all students in the MSISPM Program and he teaches various graduate-level courses for the 
MSISPM and MISM programs and is an instructor for the CISO and CIO executive education programs in the Heinz 
College. 

 
Prior to his career at Carnegie Mellon, Randy worked for Software Technology, Incorporated (STI) in Alexandria, 
Virginia. For nine years, he was a consultant to the Naval Research Laboratory (NRL) working on numerous projects 
designing, building, and supporting large-scale relational database management systems and executive 
management systems. During his employment with STI, Randy also filled the role of Information Systems Business 
Manager. 

 
Education 

• University of Maryland, M.S. in Business Management 
• Geneva College, B.S.B.A. in Management Information Systems, B.A. in Business Administration 
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Dr. Gordon Richards joined Geneva College in 1999 as a part-time instructor in Business. He taught courses in 
Information Systems, Business Analytics, Operations Management, and Project Management. In 2011, Dr. Richards 
joined the faculty of the college full-time as the Department Chair of Business, Accounting, and Management. While 
serving as Chair of that department, Dr. Richards created the college’s first 3+1 program, enabling students to complete 
a BS Business Administration, and a Master of Business Administration in four years. In 2017, Dr. Richards transitioned to 
the area of Computer Science. The following year he established the BS Computer Information Systems, BS 
Cybersecurity, and MS Cybersecurity for the college. During this time, he also created the college’s second 3+1 program. 
This program permits students to earn a BS Computer Science, with a minor in Cybersecurity, and an MS Cybersecurity 
in four years. He currently teaches a variety of Computer Science and Cybersecurity courses at the undergraduate and 
graduate level, and several cross-disciplinary courses servicing students from other departments on campus. 
 
Dr. Richards holds a BS Management and Computer Information Systems from Park College (1992), a MS Computer 
Resource and Information Management from Webster University (1994), and a DSc Information Systems and 
Communications from Robert Morris University (2012). 
 
Prior to joining the faculty of Geneva College, Dr. Richards enjoyed a nearly 28-year career in the United States Air Force, 
retiring at the rank of Lieutenant Colonel, and the 171st Communications Squadron Commander, under the 171st Air 
Refueling Wing in Pittsburgh, PA. He held various positions related to weapons, communications, and cybersecurity. 
During his service, Dr. Richards deployed to Iraq (2005), serving as the Theater Chief for Information Assurance, Guam 
(2006), as the Executive Officer for a deployed flying unit, and Afghanistan (2007), where he commanded the 453 
Expeditionary Communications Flight. 
 
Dr. Richards lives in Enon Valley, PA on a hobby farm with his wife Lisa. They raise cattle, chickens, and honeybees. They 
enjoy gardening, traveling in their motorhome with their three Great Danes, and being active in the lives of their 
students. They have three children – Reece (Fargo, ND), Peyton (Bondurant, IA), and Croix (Enon Valley, PA). 
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Frederick (Fred) A. Arnold has extensive professional credentials and expertise in the areas of applied Project/Program 
Management, Operations and Technical Services management with an emphasis on technology driven solutions and 
services. For over 40 years he successfully led consulting services of technical, operations, management, and 
administrative oversight for clients in the management of complex, technology-based projects on over $8 billion US of 
capital and O&M investments.  
 
Fred Arnold joined the Project Management Institute (PMI) in 1978 as a founding member of the Pittsburgh Chapter. 
PMI is a non-profit membership based professional organization with over 1700 members locally, 600,000 members 
globally and with over one million professionals that hold PMI’s professional certifications. He has served as a global 
membership elected Board Director on multiple terms and in numerous committees including the Ethics Review 
Committee. Fred Arnold is a PMI Fellow, a Certified Project Management Professional (PMP), a Mentor within the 
Chapter, and leads the Pittsburgh Chapter’s pro bono project management support to regional organizations.  
 
Fred Arnold started his career in banking but quickly transitioned to consulting on large engineering and construction 
projects where in 1973 Mr. Arnold joined the predecessor company of Vanadium Enterprises Corporation as a founding 
employee (employee number 3). Mr. Arnold’s consulting career began as a field consultant and steadily progressed to 
positions of senior leadership and Co-Owner. He led several key programs for nuclear plants’ Owners including 
construction, startup, organizational development, and leading the team supporting the Owners’ rate case (establishing 
a national record for investment recovery). Based upon this success Mr. Arnold established national consulting practices 
where he led Owner’s Oversight projects for chemical/processing, medical manufacturing, environmental remediation, 
hazardous waste incineration, gas pipelines, fossil and nuclear utility generation, and litigation/public hearings.  
 
After 26 years where the firm grew to over 2,000 resources, Fred Arnold resigned and established consulting practices 
for the application of project management principles in Information Systems and Information Technology. In 2000 he 
joined iGate Group of Companies, a Pittsburgh based large global IT services firm and served as Vice President – 
PMO/Operations. In 2004 Fred Arnold started consulting to the US federal government on large IT programs and 
projects including responsibilities for Department of Homeland Security and the Transportation Security Administration 
(TSA), primarily leading the team responsible for TSA’s oversight of the $2 billion IT infrastructure contractor’s 
performance. In 2007 he co-founded, and managed as Vice President/COO, the consulting firm Le, Arnold & Associates 
LLC which supported DHS and Department of Defense projects. Fred Arnold retired in 2016 and now supports local 
certified Service-Disabled Veteran Owned Small Businesses, Dutch Ridge Consulting Group and Brush Creek Solutions.  
 
Fred earned a B.A., Economics, Geneva College. He has been married for 48 years to his wife Sherry and has a son, 
daughter-in-law and two granddaughters. He resides in White Township, Beaver County PA. 
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Lois Montgomery is a Senior Associate Digital Forensics and Incident Response Analyst at EY and previously was a Cyber 
Incident Forensic Responder working for Highmark Health. Lois earned a Bachelor of Science in Computer Science from 
Geneva College. Having obtained her GIAC Certified Forensic Examiner Certification, Lois is passionate about computer 
forensics and how that can be used to defend and protect. She is also engaged in cybersecurity education and has 
pursued opportunities to use her knowledge in a way that educates and engages. Lois is also the author of Cybersecurity 
Toolkit: For the Small Business which provides instructions about securing your network, assessing, and cataloging your 
businesses’ assets, and other topics relevant to a small organization’s IT security needs and includes numerous links to 
articles, statistics, and other resources to help guide the business owner through the cybersecurity journey. 
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